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Umit Project

Projecto na area redes informaticas

Teste de Informaticas
nas redes informaticas

Teste de



Umit Project

Projecto nasceu em 2005

Iniciado pela Insecure.org (Nmap)

Suportado pelo Google Summer of Code entre 2005 e
2009

Tornou-se uma organizacao independente desde 2007

Organizacao de Software Livre



Ferramentas de Rede

Deteccao de Rede

Mapeamento de Rede
Um interface do Nmap, etc
Deteccao de dispositivos Bluetooth

Manipulacao de Pacotes de rede/Sniffing

Criacao de pacotes e injectar na rede
Sniffing de Pacotes
Interface Grafico :



Network tools available

Umit Network Scanner

UmitWeb

Umit Bluetooth Scanner

UMPA

PacketManipulator
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Umit Network Scanner

O que é?



Umit Network Scanner

Nmap Security Scanner front-end
Tirar partido de todas as funcionalidades do Nmap

Usabilidade
Facil de usar por iniciantes

Util para experts (Guardar, Carregar,
Gerir Scans) :



A descoberta na rede..

Mais que um scan ao mesmo tempo
Separadores

Seleccionar um por cada scan
Descoberta sistemas operativos, servicos, etc.

Mostrar facilmente

Mostrar todos os servicos e estacoes a utilizar
um determinado servico



Umit Network Scanner

0006 X Umit
Scan Tools Profile Help

= &l

= | @ :
Mew Scan Command Wizard Save Scan Open Scan | Stop Scheduler | Report a bug Help

Operating System Detection on 192.168.1.0/24 3£ ‘

Target: |192.168.1.Df24 w | Profile: |Operating System Detection w | Scan
Command: |nmap -0 -v 192.168.1.0/24
| Hosts Services ‘ Nmap Output | Ports / Hosts Host Details | Scan Details ‘Tupulagy ‘
05 | Host Up time: Not avallable : l B
W login.router 192.168.1.1 (00:30:0A Last boot: Not available
# bastiao-desktop 192.168.1.3 (00:( ~ Addresses
T 192.168.1.4 IPv4: 192.168.1.4
IPv6:
MAC:
-~ Operating System
Name: Apple Mac OS X 10.5 - 10.5.5 (Leopard) (Darwin 9.0.0 - 9.5.0)
= Ports used
Port-Protocol-5tate: 3306 - tcp - open
Port-Protocol-State: 1 - tcp - closed
Port-Protocol-5tate: 34418 - udp - closed
b OS Class
* TCP Sequence
‘ 3] -]




Comparacao de relatorios

Comparar dois resultados distintos

Colorir as diferencas

Comparacao grafica..
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Comparacao de relatorios

®o0e6 % Compare Results
Scan Result 1 Scan Result 2
|5can1.u5r - = Abrir ‘ |5can2.u5r - = Abrir
b Scan Result Visualization b Scan Result Visualization
Comparison
Section Property Original value Current value -l
PN Scan Info
P Host 192.168.1.4
=N Host 192.168.1.3

M LastBoot Wed Jul B 13:39:33 2009 Wed Jul 8 14:24:07 2089
U 05 Match Linux 2.6.13 - 2.6.25 Linux 2.6.13 - 2.6.25

M Extraports

M

[ AAR

Text Mode | |Cumpare Mode Enable colored diffies

J1Ajuda Hf*_-_,.l Color Descriptions /2, Open in Browser %Eechar

:\\\_




Inventory/Sheduler

um SCan para correr em segundo plano
Guardar o historico da rede
Enviar relatorio
Adicionar relatorio a base de dados

Linha temporal
Diferencas temporais no historico da rede
Pesquisa nos relatorios
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Network Inventory

(=8

UMIT Networkiinventory

= = =Y

All Inventories w

e\

File Edit Scheduler Help
Search term
Historic | Timeline
Daily \View ~ || By Category ~ || Line Graph ~ || Wisible ~ || |=7 Graph Preferences
Dayiﬁ Apply Viewing | mmlnventory

G~

Mothing || smFingerprint | mSeveral | mAvailability

Sunday, June 28, 2009
(16:00)
Changes Statistics

Changes listing (16)
view all changes
Inventory (0)

= Nothing (g)

view all changes

=~ myDammitRouterMi

192.168.1.1 (9) | Status
= Fingerprint (5) U
view all changes U

= myDammitRouter (5 < M

192.168.1.1 (5) = M
P several (2) ¥
Availability (0) M
P
P>

Short change description
Fingerprint changed.
Fingerprint changed.
Fingerprint changed.

E}mparison for 192.168.1.1 against last succesful scan in myDammitRouter @

Section Froperty
Ports
Extraports
Fingerprint
Liptirme
Last Boot
Uptime

TCP Seguence
TCP TS Seguence

Hours
Change date L
16:50:03, 28 Jun 2008
16:20:16, 28 Jun 2008
16:11:04, 28 Jun 2009 -
16:11:04, 28 Jun 2009 L

Previous value Current value

Sun Jun 28 11:36:09 2009 Sun Jun 28 11:36:09 2009
16435 15495



Umit Mapper — Topologia de Rede

Topologia de Rede em forma Radial

Exploracao da rede atraves da visualizacao grafica
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Topologia de Rede
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Topologia de Rede
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“O UmitWeb € uma interface para o
Network Scanner. O objectivo do projecto é
fazer facil e rapidamente os
. Apenas € necessario um
Web Browser com ligacao a Internet e assim
conectar a rede local e verificar o seu

estado..”
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a0 Umit :: The nmap frontend =

(<) r)5 (e ) x ) () (I hup://localhost:8059/is/ <7 v 12(|Clz{ Google Q)
YouTube Google Gmail bb Mail@UA trad_en_pt Dictionary.com tradpt en Umit ect warezbb MBMet amazon lost time times PubMed cgd »i

% Command Wizard ™Compare Results EOpen Scan ESave Scan M

The nmap Frontend

TargEt:llEtE.lEB.l.D.Qdf | PerilE:l Operating System Detection :_ﬂ

Command: [nmap -0 -v 192.168.1.0/24 | Scan now! |

Hosts Services | Ports/hosts H Nmap Output || Host Details || Scan Det‘ti|5|

08 Host
4 Comment

|

|

|

|

|

|

|

|

|

|

|

|

|

%) login.router = Host Status |
. State: up I

%} bastiao-desktop Open ports: 5 |
@ 192.168.1.4 Filtered ports: 0 ; |
Closed ports: 998 |

Scanned ports: 1000 .

Up time: 148030 |

Last boot: Tue Jul 7 11:41:21 2009 |

= Addresses :

IPV4: 192.168.1.1 |

IPVEG: |

MAC: 00:30:0A:1E:E1:00 |

|

|

4 Hostnames
= Dperating System

Name: Linux 2.4.9 - 2.4.18 (likely embedded) I
Accuracy: | [ S
4 Ports Used
4 05 Class 1
4 TCP Sequence £
. —— == —— e e e e e e R 2

Concluido -ﬁ: a 41




Packets Manipulation/Sniffing

PacketManipulator



PacketManipulator

Interface Grafica

Administradores de Rede podem

Enviar pacotes para a rede

Sniffing dos Pacote

Editar os pacotes e criar

21



PacketManipulator

eoe %/ Packet Manipulator
File Capture Options Views Help
H = %
== Protocols Properties | enl capture = ‘Unsaved sequence x
~ =i|Protocol ~ i_uSniff perspective
Property |Va|ue ‘ — =~ L:Dl@ | ‘
v TCP : - B
No. |‘I’|me ‘Source |Dest|nat|on Protocol |Info ‘
"""" spol 53578 76) 14:26:47.625175 192.168.1.4 209.85.229.125 TCP Ether / IP / TCP 192.168.1.4:53578 = 209.85.229. 125: jabber_clie..
------- dpo 5222 77) 14:26:47.626252 209.85.229.125 192.168.1.4 TCP Ether / IP / TCP 209.85.229.125: jabber_client > 192.168.1.4:535..
....... seq 76740 78) 14:26:47.626287 192.168.1.4 209.85.229. 125 TCP Ether / IP / TCP 192.168.1.4:53578 > 209.85.229. 125: jabber_clie..
79) 14:26:47.651489 209.85.229.125 192.168.1.4 TCP Ether / IP / TCP 209.85.229.125: jabber_client = 192.168.1.4:535..
------- ack 25373..
"""" .. data 8 : 81) 14:26:47.653131 209.85.229.125 192.168.1.4 TCP Ether / IP / TCP 209.85.229.125: jabber_client = 192.168.1.4:535..
------- rese 0 82) 14:26:47.653165 192.168.1.4 209.85.229. 125 TCP Ether / IP / TCP 192.168.1.4:53578 > 209.85.229. 125: jabber_clie.. J
b flag A 83) 14:26:47.859266 209.85.229.125 192.168.1.4 TCP Ether / IP / TCP 209.85.229.125: jabber_client = 192.168.1.4:535.. |~|
_______ wini 65535 {0 Finished sniffing on enl (22.7 KB/14 s/86 pks) ®
....... . chks 27915 - = Packet perspective
------- urg| 0 Protocol ‘ﬂ ,_? 00 |00 30 GA 1E E1 G0 00 1E C2 SE 78 F7 08 00 45 00 |.0........%...E. =
01 |00 34 80 F2 40 00 40 06 41 52 CO A8 G1 04 D1 55 |.4..@.@.AR. .. .. u
------- opti [('NO.. = - 4 |IP 02 |E5 70 D1 4A 14 66 2D BD A3 AE 97 3D 76 BA 80 10 |.}
— == ©3 |FF FF 6D OB G0 0G0 01 01 08 GA 31 02 9C C9 35 04
- [[Description +_* |lea’ leatan e
@ PacketManipulator 0.2 started on posix
% Using scapy as backend
@ What do you wanna pwn today?

A e 5o ]



Proximos desenvolvimentos..

Quick Scan
Umit Scanner spotlight-style
ZION

Novo méetodo para descobrir sistemas operativos

UMPA - Novas funcionalidades
Framework de Auditoria (Passiva e Activa)

Bluetooth Sniffing (usando hardware especifico)
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The Bourne Ultimate

loading. ...

Chain 14, UMIT Recover from SMTP- satp.guardian.co.uk
File 23

I8, porta o
(The o

Port

1:41 on console

= Ross, Simon mr
ency Contract Metwork 6674

wcolerand show tog 443 -§ gy one. (SC)-2538 Fri 17 Nov 2006 Flight-0C)-2539 Fri 17 Nov 2006

Outbound Return

Flight 2538 Non-3top Flight 2539 Non-stop

Status: Confirmed (HK) Status: Confirmed (MK)
Closs of Service: Euro (M) Class of Service: furo (M)

Deport: 06:00 MM Areive:  08:00 M Depart: 12:00 MM Arrive: 1:05 MM
Fri 17 Nov 2006 Fri 17 Nov 2006 Fri 17 Nov 2006 Fri 17 Nov 2006

London Turin Turin London
Terminal N Terminal C Terwinal C Terminal N

Eticket ref no: BTN
Travel services ref no;  UKO3B934

BN BET SR 5 5

Mm..058 .2
A2.18.6.070 22,10

016198 wiwin% [N .:

2.9.25.4

Heathrow Arpt (LTR) Citta D1 Torine Arpt (TRN) Citta Di Torino Arpt(TRN) Heathrow Arpt (LTR)

J

P
NP SO E
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Reportar problemas

raducoes
Envolvimento com a comunidade
Design grafico (imagens, icons, etc)

Desenvolver (corrigir bugs, adicionar
funcionalidades, plugins, etc)

25



Obrigado pela vossa atencao!

Junta-te a nos! :)

http://www.umitproject.org
http://blog.umitproject.org
http://trac.umitproject.org

twitter.com/umitproject *
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